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Introduction to Cyber Warfare
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TCP/IP o
DHCP&DNS&ARP o
FIREWALLS&ROUTING o
HTTPS&HTTP o
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Information Gathering e
Nmap e
Vulnerability & Exploit e
DDOS+ DOS nojinn
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ARP Spoofing e
DNS Spoofing e
Amplification e
Privilege Escalation e

BotNet e
SQL INJECTION e
XSS o

Bind and Reverse SHELL o
Brute-force logins and passwords e
cmd OS injections e

remote file and resource inclusion e
Code execution e
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APT Kill Chain e
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CIA o
Whitelists & Blacklists e
Firewalls e
WAF o
NAC o
App-lockers e
Honeypot nuan e
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